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Abstract

This systematic review aims to summarize and analyze the impact and
implications of the Internet of Things (IoT) in the healthcare sector. A com-
prehensive electronic search was conducted using Google Scholar, PubMed, and
Scopus, covering articles published between January 1, 2019, and July 1, 2024,
following the Preferred Reporting Items for Systematic Reviews and Meta-
Analyses (PRISMA) guidelines. The review examines cybersecurity threats in
ToT-based healthcare infrastructure and applications that support smart health-
care services. The integration of IoT in medical data collection and storage
offers valuable opportunities for data analysis, enhancing risk factor identifi-
cation, disease diagnosis, treatment, and remote monitoring. This, in turn,
facilitates reliable self-monitoring for patients. The study evaluates both the
advantages and risks associated with IoT in healthcare and provides recom-
mendations for further research.

Key words: cybersecurity, Internet of Things (IoT), healthcare, vulner-
abilities, threats

Introduction. The Internet of Things (IoT) is a transformative trend driving
the continuous digitization and integration of information technology into various
sectors in unprecedented ways. The number of IoT-enabled devices is rapidly
increasing and is expected to double by 2030 [1].
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Cybersecurity risks are a major concern for the widespread adoption of IoT in
healthcare. Key challenges include safeguarding patient data, preventing unautho-
rized tracking, and mitigating hacking threats. Ensuring the security of medical
information is essential to prevent data breaches and protect patient privacy [2].

The primary objective of this study is to outline the cybersecurity threats
associated with IoT implementation in healthcare and to address the following
research question: How does the integration of IoT in healthcare impact patient
care and operational efficiency, and what cybersecurity measures are necessary to
mitigate associated risks?

Materials and methods. An electronic search was made on July 1, 2024
using Google Scholar, PubMed, and Scopus. The current systematic review was
conducted under the Preferred Reporting Items for Systematic Reviews and Meta-
Analyses (PRISMA) guidelines [3].

The search “cybersecurity AND IoT AND healthcare OR IoHT AND cyber-
attacks” included only articles in English published from January 1, 2019, to
July 1, 2024. The inclusion criteria were: articles that discuss cybersecurity and
the Internet of Things (IoT) in healthcare or articles that describe the Internet
of Healthcare Things (IoHT) and cyber-attacks. The exclusion criteria were: ar-
ticles before January 1, 2019; not full-text articles and citations; and articles in
languages different from English.

Results and discussion. The initial search found 23 862 relevant studies
(Google Scholar — 4680 results; PubMed — 18 results; Scopus — 975 results). Fig-
ure 1 illustrates the PRISMA flow diagram, outlining the screening and selection
process.

This study has certain limitations that should be acknowledged. The first
100 search results from both Google Scholar and Scopus, along with all 18 stud-
ies from PubMed, were selected for evaluation. A total of 25 duplicate records
were excluded, resulting in 193 records being screened and assessed for eligibility.
Ultimately, 16 relevant articles were included in this study.

To enhance methodological rigour, quality assessment criteria have been in-
corporated into the study, as detailed in Table 1 (Quality assessment framework).

Each study was scored between 1 (low quality) and 5 (high quality) on each
criterion. A study must score at least 3 in each category to be included in the
analysis. The characteristics of the review articles that met the eligibility criteria
and were included in the current study are presented in Table 2.

The studies collectively highlight both the opportunities and risks associated
with IoT in healthcare, underscoring the critical need for cybersecurity measures
to protect sensitive health data and ensure patient safety. Strengthening the re-
silience and security of medical data and connected devices requires identifying
potential vulnerabilities and implementing comprehensive cybersecurity frame-
works [20].

A word frequency count of key terms from the reviewed articles is presented
in Fig. 2.
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Fig. 1. The PRISMA flow diagram
Table 1
Quality assessment framework
Criteria Description Score
Study design Systematic review, experimental, case study, sur- 1-5

vey, opinion-based, etc.
Relevance to research Direct relevance to IoT healthcare cybersecurity 1-5

question issues

Methodological rigour Clarity of methodology, sample size, data reliabil- 1-5
ity

Evaluation of solutions  Feasibility, scalability, and effectiveness of cyber- 1-5
security solutions proposed

Quality of reporting Clarity, transparency, and presence of any bias/ 1-5

conflict of interest

The quantitative synthesis of reviewed papers reveals that the most common
cybersecurity challenge across the reviewed papers is the risk of data breaches.
These findings emphasize that while the cybersecurity of IoT devices in health-
care has improved over time, challenges remain, particularly in data protection,
authentication, and availability.

Regarding technologies proposed in the literature a majority of studies advo-
cate for multi-layered security measures such as combining encryption, firewalls,
access control, and authentication protocols. The proposed solutions demonstrate
that IoT healthcare systems need to adopt a multi-layered defense approach, com-
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Table 2

Characteristics of the review articles meeting the eligibility criteria and included in the study

Average
Reference  Title Year Recap score
(1-5)
Cartwright The elephant in the 2023 Cybersecurity is essential for protect- 4
et al. [4] room: cybersecurity in ing healthcare systems and patient
healthcare data. The article emphasizes the need
for proactive measures like security.
Mazhar et Analysis of IoT security 2023 Al-driven approaches can significantly 5
al. [5] challenges and its solu- enhance [oT security in healthcare by
tions using artificial in- detecting threats quickly and effec-
telligence tively.
Bhukya et Cybersecurity in inter- 2023 IoMV systems are highly vulnerable to 3
al. [6] net of medical vehicles: cyber threats due to their mobility and
state-of-the-art analysis, connectivity. It calls for enhanced se-
research challenges and curity frameworks.
future perspectives
Hussain et A framework for mali- 2021 The proposed framework effectively 4
al. [7] cious traffic detection in detects malicious traffic, improving the
IoT healthcare environ- security posture of healthcare IoT net-
ment works.
Almalawi ~ Managing security of 2023 Multi-layered approach, including en- 4
et al. [§] healthcare data for a cryption, access control, and regular
modern healthcare sys- audits is essential for managing health-
tem care data security effectively.
Mejia- Security vulnerabilities 2024 The study calls for the implementation 4
Granda in healthcare: an anal- of stricter security standards, regu-
et al. [9] ysis of medical devices lar vulnerability testing, and enhanced
and software collaboration between manufacturers
and healthcare providers.
Hurrah et CADEN: cellular au- 2023 CADEN framework provides strong 3
al. [10] tomata and DNA based privacy and data security measures for
secure framework for IoT healthcare environments. Further
privacy preserving in development and testing are recom-
IoT based healthcare mended to enhance its defense against
advanced cyber threats.
Ahouan- Information security and 2023 The review finds that while there 4
menou privacy in hospitals: a has been considerable research, signif-
et al. [11] literature mapping and icant gaps remain in areas like real-
review of research gaps time threat detection and privacy-
preserving data sharing and shows the
research gaps.
Khatiwada An overview on security 2022 IoMT devices provide significant bene- 4
et al. [12] and privacy of data in fits to healthcare, they come with ma-
IoMT devices: perfor- jor security and privacy risks. It sug-
mance metrics, merits, gests balancing performance with en-
demerits, and challenges hanced measures.
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Table 2
(continued)
Nayak et Extreme learning ma- 2022 An effective framework for detecting
al. [13] chine and Bayesian cyber-attacks in IoMT systems is pro-
optimization-driven posed, demonstrating high accuracy
intelligent framework and low false positive rates. It rec-
for IoMT cyber-attack ommends testing for real-world appli-
detection cations.
Bughio et Developing a novel on- 2024 The proposed ontology framework
al. [14] tology for cybersecurity helps systematically address cyberse-
in internet of medical curity concerns in remote patient mon-
things-enabled  remote itoring, improving threat identifica-
patient monitoring tion.
Sparrell D.  Cyber-safety in health- 2019 Healthcare IoT systems are highly vul-
[15] care IOT nerable to cyber threats, stressing the
need for robust security protocols and
ongoing monitoring.
Rahman et An investigation of vul- 2022 The study identifies security weak-
al. [16] nerabilities in internet of nesses in IoHT devices that could
health things be exploited by attackers and recom-
mends enhanced security measures.
Javaid et Towards insighting cy- 2023 Although there have been improve-
al. [17] bersecurity for health- ments in healthcare cybersecurity,
care domains: a compre- many vulnerabilities remain. The pa-
hensive review of recent per emphasizes the need for innovative
practices and trends solutions.
AboulEla S. Navigating the cyber 2024 Effective cyber-attack detection in IoT
et al. [18] threat landscape: an requires advanced machine learning
in-depth  analysis  of techniques, and continuous system
attack detection within monitoring and suggests further re-
IoT ecosystems search to refine detection methods.
Sousa R. [19] Cyber threats to health- 2024 Healthcare technology services are fre-

care technology services:
a case study

quently targeted by advanced cyber
threats. It highlights the critical need
for cybersecurity frameworks.

bining traditional methods like encryption and authentication with newer tech-
nologies such as Al and blockchain.

Key findings. The deployment of IoT in healthcare has brought new chal-
lenges in terms of cybersecurity. Malicious attacks, such as DDoS (Distributed
Denial of Service) attacks aim to overload network resources and disrupt the op-
eration of IoT devices. To mitigate these threats healthcare providers must adopt
a holistic approach to security that includes proper risk assessment, implement-
ing security measures, regular network monitoring, and training on cybersecurity
practices together with proper standards.
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Fig. 2. Quantitative synthesis of reviewed papers

Specific recommendations that could be summarized include:
e Developing IoT-specific cybersecurity regulations and standards.
e Implementation of layered security strategies and continuous staff training.

e Investment in Al-based detection, blockchain for authentication, and IoT
device security.

e Research focuses on device vulnerabilities and developing scalable, cloud-
based solutions.

e Promotion of industry-wide collaboration and knowledge sharing for more
comprehensive cybersecurity strategies
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This paper is moving beyond just reviewing existing research allowing for a
nuanced view of the issues, focusing on gaps and limitations in existing studies,
and suggesting recommendations and improvements.

Conclusion. The study indicates a need for more research and develop-
ment in healthcare IoT cybersecurity. In particular, there is a necessity to better
understand the unique risks associated with different types of IoT devices and
applications and to develop specific strategies to mitigate them. Adopting multi-
layered security approaches, leveraging advanced technologies like Al and ML, and
addressing existing research gaps are essential steps toward ensuring the security
and privacy of healthcare data. Ongoing research, collaboration, and awareness
are vital to stay ahead of cyber threats, safeguard patient information, and main-
tain the integrity of healthcare services in the IoT era. The application of IoT in
healthcare will rely on a transparent and sustainable system for data management,
privacy, and cybersecurity regarding the use of IoT devices.

Bulgaria has been transitioning to digital health records, e-prescriptions, and
remote monitoring technologies. However, the lack of comprehensive cybersecu-
rity frameworks for these technologies makes healthcare systems more susceptible
to attacks. Cybersecurity in the Bulgarian healthcare sector requires significant
improvements, especially in light of the increasing adoption of IoT devices and
digital health records. The challenges are manifold, including outdated infrastruc-
ture, lack of training, and the fragmented nature of the cybersecurity landscape.
However, through collaboration, infrastructure modernization, training, and im-
plementation of national standards, Bulgaria can strengthen the cybersecurity of
its healthcare system, ensuring the safety of patient data and the integrity of
critical healthcare services.
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